Cryptology Other Systems ~ 1

Quick 'n' Easy

Hereisoneway to make acipher alphabet that is easy to remember and use.
First think up a13-letter phrasewhich hasNO repested |l etters, like:-
I must have word

and writeit down, spaced out.

i mus thawveword
Then under it, using the same spacing, writetherest of a phabet in order,
Inthiscase, it would produce:-

i mus thawveword

b cfgj kI npaqgxyz

Now to changeaplain letter into acipher |etter, you need only find the plain letter on one of
thelines, and the cipher | etter isthe oneimmediately above or below it.

For example s changesto g (and g changestos) y tor and soon.

Wewill put thismessageinto cipher:-
You must be the only one to read this
Thecompleteworking would ook likethis:-

you must be the only one to read this
rxf cfg]j ip jkp xvar xvp jx yplz jkbg

Tosendit, wegroupitinto5's (with an extraletter on theend to makeit up to size).
It also usual to writemessagesin capita | etters, making them easier toread.

RXFCF GJIPJ KPXVA RXVPJ XYPLZ JKBGX
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A Polybius Chequerboard

A Polybiuschequerboard (or checkerboard) issmply agrid of squares
whichisfilled-inwithletters (or numbersif necessary). Anexampleisshown
ontheright. The one most often seenisas by 5, but it can beany sizeand
does not haveto be square. Inthe case of a5 by 5 oneletter hasto beleft
out. It can beany one of thelesser-used letters(j, g, x, z). Traditionally it has
been j with i beingusedif j should berequired.

S =-3ao
X 0O -5 OO0

<O — =9
< ~+ 0 — Q

N T X O

Next a means is needed of identifying the separate cells of the

chequerboard so that eachisuniquely matched toitsletter. The smplest way
isto number the columns and rows and then give the two numberswhich
locatethecell. Thisisdoneontheright sothat (2,1) istheletter b (3,5) isx
and so on. Usually the brackets are not used and they becomesimply 21 and
35. Notethe need to get theminthe correct order 21 (=b) isnot the sameas

<O — = Q|
S = 3Q o|N
X 0O O T0|w

< -~ 0 —QO|Hd

N C T X OO0
a b~ WON P

12 (=f).
Clearly itwould not beagood ideato put theletterson the chequerboard

intheregular way we have sofar - it would befar too easy to guess. Any
order that iseasy to remember would be better than that. Some examplesare

N O T — 0D
< -o0o0@Q@ o
X O 3 O
£ ~3 -0
< C —x O
C = 35 = =
X < n 0 x
N< £ ~T
N< C ~ O
X < 0 Q —
S -0« 3
oo —>5

A< C ~ Q0
- 0Q —~ 0D

c
s
z

w

I

S o0oT QoW
S X< =T

—Q o T
o 3 >Tmo o0
®» — X O

To see how this system might be used we set up achequerboard like

that on theright. Now therowsand columnsareidentified by capitd |etters
and weread theletter onthe sidefirst and then thetop.

So, AG isy and GA is s
Andwewill put thismessageinto cipher

X O TO >

- 0 ~c <[>
o 0 -~ =|0
T oo T X|T
o0 T —%<|®
> 3 — X N|[X

Attack starts at dawn

Intheusud way wewritedowntheplaintext of the message and the cipher text undernegth.
a t t a ¢ k s t a r t s a t d a w n
FF FA FA FF GG DX GA FA FF XA FA GA FF FA GF FF AD XX

Thefinal messageisgroupedin5'sasusua with nulls(if necessary) to makeup thesize.
FFFAF AFFGG DXGAF AFFXA FAGAF FFAGF FFADX XGAFX

Thiscipher (known asthe ADFGX) wasactualy used by the Germansinthelater yearsof
the First World War but, only asafirst stage. The cipher text given above would have been
re-ciphered by another (different) method before sending. It wasa so developedintothe ADFGVX
cipher which wasvery much stronger. Though even that onewasbroken eventualy.

Polybius (aGreek historian) seemsto have been thefirst to suggest the use of asquare as
aboveto helpwithsignalinginabout 150 BC. It wasonly later used asabasisfor producing
ciphers. Itislikely that Polybiusdid not havetheideaof acipher in mind, but wasonly concerned
with how amessage could be sent over adistance by use of signals(lighted torchesin hiscase)
withaway of matching thelettersof themessagetothesigna.
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A Self-referenced Chequerboard

Tomakethischequerboardfirst set upas by 5 grid. It doesnot actually

need to bedrawn, just so long asthe separate cells can be visualised.

remember. Ilcls

repeated |etters Wewill usethe keyword MATHEMATICS which, without
therepeated lettersisSMATHEICS andisshownin placein thefirst grid onthe

right.

Nextfill indl theother cdlswiththeremainder of thea phabet, writing MAT
themin some memorableorder, and leaving out oneof J, Q, X or Z sincethey | C S
arelittleused and only 25 | etterscan be put in. B K L

Ontheright, thefilling-in, starting with B has been done by writing DJN
down and up the columnsand Q hasbeen | eft out. FGO

Think of akeyword. Long ones are best, but it should be easy to MIAITIH

Writeitinonthegrid, putting oneletter ineach cell, and leaving out any

TXmC<I
N<XZSm

To changeany letter into cipher, first find theletter on the chequerboard, then identify

another two lettersfromit. Thefirst in the samerow, the second in the same column.

So, if theplaintext letter isk wemay useafirst letter from B L U X and asecond | etter

from A C J G. Thismeansthe cipher for K could be any one of

BA BC BJ BG
LA LC LJ LG
UA uc uJ UG
XA XC XJ XC
Andweareinthe strong position of always being ableto use sixteen different ways of

ciphering any singleplaintext | etter. Thisvariety enablesusto hidethefrequency of someof the
morecommon letters(likeE T A O N) from anyonetrying to break the cipher message.

© Frank Tapson 2003 [trolC9:3]

Hint. Though there are sixteen different ways of ciphering any single
plain text letter, notice there are only four different first letters and
four different second letters, and that is a weakness. So, when making
a selection of which cipher-pair to use, first of all use the four which
have all their first and second letters different (like BA LC UJ XC
in the above example for K) and then start again on another four.

Wewill usethissystem (and the above chequerboard) to encipher thismessage
Help delayed hold on
Intheusua way wewritedown the plaintext of themessage and the cipher text underneeth.

h e | p d e | a vy e d h o | d o n
TV TWUN GV JM AZ BO HK RW HX YF MR PT KT RB GL RS

Noticehow therepeats E D L H O of theplaintext haveall 'disappeared’

Thefina messageisgroupedin5'sasusual with nulls(if necessary) to makeup thesize.
TVTWU NGVJIJM AZBOH KRWHX YFMRP TKTRB GLRST
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WE

The Playfair Cipher

Thiscipher wasoriginaly based onas by 5 chequerboard and that is
the size used here. This one has been filled in by starting with the key
phrase COUGH IS VERY BAD and therest of the |etters of the al phabet
follow on (but would be better mixed up), leaving out Z.

To<—0
4-><C

Itismust remembered, and drawn if necessary, that thearray iscyclic.
That meansit can be extended by repetitionin any direction, by repeating the
rowsand columnsover and over. Infact, itisonly ever necessary to beable
tovisudiseit asfar asthat shown ontheright, whereit hasbeen extended by
onerow and column on each edge.

SSTomE|IS |[S2OomMe

X Z T3V I
T < —0|T
4> ClH

OO RXRTWMWOW OXIW!mO

T o< -—0

IIXZTMAUIX |[XZ2TMAUI

C

C
®

To encipher amessagewith thissystem, itisdonein 2-letter groups (digraphs). If agroup
would have both | ettersthe same, insert another letter between them. Usedifferent | etterstaken
fromtheless-used varieties(Q, J, X, V, K, Y, U, B), and make surethe word cannot be mistaken
for anything else. For example BALLOON could becomeBA LV LO ON, and therewould be
no need to split the OO because they would bein different groups.

Each digraphinturn now hasto befound on the chequerboard, and they must meet one of
three possible conditions: bothinthe samerow, bothinthe samecolumn, eachinadifferent row
and column. Therulesfor converting each plain digraph into acipher digraph arethese:

If both | etttersare
inthesamer ow takethetwo letterslyingimmediately to theright of each
Examples: SE becomesVR, DY isFB, ADisDF, CHisOC, YFisBY
inthesamecolumn takethetwo letterslyingimmediately beneath each
Examples: OB becomesSK, ME isWD, 1Y isYJ, SQisBO, VTisAU
Noteintheabove casesin may be necessary to make use
of theextend onswhich have been madearound theedges.

not in thesamerow or column, imaginethem lying on the cornersof arectangle. Findthe

two | etterswhich are on the other two cornersof the samerectangle. Take carewith their

order. Each of them (1st plain with 1st cipher, 2nd with 2nd) must bein the samerow.
Examples: OD becomesGB, BE isDS, IWIiSEP, NSiskKR

Wewill put thismessageinto cipher using the Playfair system and the above chequerboard
We expect fresh attack will be on Southern front
EX PE CT FR ES HA TQ TA CK WI LX LB EO NS OU TH ER NF RO

GD RW WI UP NF RV UF WT UL OJ PE NT KA SG KR UG XU RI XN SH

NoticetheQ and the X used to split the doubled letters. Thefinad cipher message, groupedinto
5'sandwith 3 nullsaddedis
GDRWW IUPNF RVUFW TULOJ PENTK
ASGKR UGXUR IXNSH LXEGW

Therulesfor deciphering are much the samebut, for therows changeright toleft, and for the
columnschangebeneath to above.

ThePlayfair cipher wasthefirst (workable) digraphic cipher. It wasinvented by Sir Charles
Wheatstoneinthe middle of the 1800'sbut was popul arised by hisfriend Lyon Playfair whowas
the 1st Baron Playfair of St. Andrews, ascientist and prominent Member of Parliament.
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Hiding the Frequencies

Themost important tool inbresking al ciphersisthefrequency withwhich thelettersof the
plain text must have occurred. For example, in English (and many other languages), the most
commonly used |etter iSE. Inwriting of any length, if thefrequenciesof thevarious|ettersare
counted, E will provide about 12% of them. That meansthat about oneletter inevery eightisan
E, and helpsin breaking asmple (singleletter for |etter) substitution cipher.

What can be doneto overcomethis potential weakness? M odern cipher systemsusualy
involvewholeblocksof text at atimeso that thepresenceof E (or any other letter) isnot shown
directly intheciphering. Thereisanother way frequenciescan be hidden.

L ook at the chequerboard ontheright.

\ 9 /'n t e w r o t f p i

It holds 100 lettersbut they arenot presentin 8 C |t b
equa amounts. Therearel2 E's 9 T'sand so a | s n e _ m
on,downto1Q andnoZ's. 7/t o e c¢c t d i a o s

So, themost frequently occurringlette's 6 |r ¢ a n g s e o | u
can be ciphered in morethan oneway. 5/'h vy e i o r k p g e

The numbers on the left and at the 41'u d t s a m n h e t
bo_ttom of _the array are used (ascoordinate 3le x i e h d r ¢ n a
pairs) to givethe position of theletter. The
bottom number isread first, theoneonthe 2 W r f 1 e o a y t h
left second. 1 /o a n c¢c s h r e i d

25 would represent E, as would 84, Ols ue t i a o n | v
58, 71, 03 and severd others. 0 1 2 3 5 6 7 8 9

To seethe system at work wewill usethe chequerboard to encipher thismessage

It would be easy to break this in a simple cipher
as the E and T are used too often

Theworkingis

/I T w O U L D B E E A S Y T O B R E A K T H
67 47 02 76 10 68 53 98 27 84 08 56 72 82 45 98 12 25 62 65 30 43

Il S I NA S I M P L E C I P H E R A S T H E
8l 41 18 64 44 97 23 54 89 80 29 73 35 75 05 71 63 26 38 69 74 95

E A ND T AR E U S E D T O O O F T E N
42 50 70 57 19 93 06 66 96 34 03 91 94 59 52 87 22 78 58 48

Theonly repeated cipher group isfor B, so the frequency count would be very 'flat’ and the
message unbreakable without some other knowledge. Groupedin 5'swith two nullsat theend, it
would besent as

67470 27610 68539 82784 08567 28245 98122 56265 30438

14118 64449 72354 89802 97335 75057 16326 38697 49542
50705 71993 06669 63403 91945 95287 22785 84832
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The ADFGVX Cipher

The chequerboard on theright providesaway of changing the plain ADFGYVX

text lettersand numbersa, b, c,d, ... x,y,2,1,2,3, ... 9,0 intothecipher Afc o 8 x f 4
lettersAD FG V X. It dwaystakestwo cipher letterstoidentifyeachelement Dm k 3 a z 9
of theplaintext, and thecipher letter ontheleft sdeisawaysput beforethe  Finw 1 0 j d
oneonthetopso, FX is d andnot 7 (which would be XF). G|5s iyhu
Encipherment isintwo parts. Vip 1 vb6r
Xleq7 t2g

Themessageto beencipheredis
Major Smith is a spy
Part oneisthe'standard’ substitution method using the above chequerboard.
m a j o r s m i t h i s a s p Yy
DA DG FV AD VX GD DA GF XG GV GF GD DG GD VA GG

Part two first requiresthe ciphered message to be put into rowsand columns, with one
letter in each column, and each column numbered. Wewill use eight columnsgiving four rows.

1 2 3 4 5 6 7 8
D A D G F \% A D
\% X G D D A G F
X G G \Y G F G D
D G G D \Y A G G

Now akey isused. Thisrequiresthe column numbersto be put in somedifferent order.
Wewilluse 31 6 52 8 4 7. Thecolumnsare now re-arranged in the order of the key.

3 1 6 5 2 8 4 7
D D Vv F A D G A
G \% A D X F D G
G X F G G D Vv D
G D A \Y, G G D G

and therows areread off from | eft to right, starting with the top row, to make the cipher
messageto be sent. Grouped in 5'swith nullsadded to make up thelast groupiitis

DDVFA DGAGV AGXFD GGXFG GDVDG DAVGG DGAXV
Reading that by using the chequerboard but not using the key to re-order the columns
showsthemessage starting
kvo5ho7au0 ...

which makeslittle sense! Given that the chequerboard and the key could be changed
frequently it wasbelieved to beavery secure system.

Thiscipher wasused by the Germansin WW21 and it produced one of thefamoustriumphs
of cryptanaysis.. The cipher was broken by Lieutenant Georges Painvin of the French Army in
1918 (thelast year of thewar) and, together with some other information, resulted inthe Germans
losing acrucial battle (on June Sth) in what wasto betheir last push to capture Paris.

ThelettersADFGV X were chosen becausein sending messagesover theradioinMorse
code, those particul ar | etterswere the onesmost likely not to be confused with each other.
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Book Ciphers

Thisreqguiresthetwo peoplewho wish to communicate with each other to haveidentical
copiesof the same book. Then consider the alphabet to benumbered. A=1,B=2,...Z2=26
etc. and defineaddition of |ettersby using their number equivaents.

For instance, C + H=K (3 + 8 = 11) and that can be donefor all theletters of the al phabet.

Tomake useof this, and save the bother of changing thelettersinto and out of numbersal
thetime, we compileatablewhich showstheresultsof adding any twoletters. Theletterstobe
added areidentified asthe Additive text and the Plain text, and the answer isthe Cipher text.

Plain text

Additive text

N<XS<CHOWITOUTOZZIr"oe—ITQOQTMMUOUO®@>|+

C—IOTMUOWBPN<X<XS<CAHMWIOUTOZZIr X|u
ARG —IOTNMMUOEBP>PN<LXXS<CAHOWITDOTOZZr|X
FrAXGC—IOTMUOBPEPN<LSXS<CHWIDOTOZZ|r
ErXAe—IOTMUOBIPN<X<XSEST<CAHOWIOTOZILZ
ZErXe—IOTMMUOWIPN<XXS<CAHWIOTO|Z
OZErXae—IOTMTMUOWPN<LS<XS<CH®WITOT|O
TOZEZIrXa—TEOTMMUOUOTIEPN<SX=S<CH®mITO|T
TOTVTOZZIrXou—IOMMUOBI>N<XXS<CH®W|D
NMITOTVTOZErXRu—TIOTMMUOUOBIPN<LSXS<CAH|W®
AW ITOTVOZErARe—IOTMOUOOBI>PN<XXZST<CH
CHVWITOTOZEZIrXRe—IOTMUOUOT>»N<XZSCK|C
<KCHVWITOUTVOZZIrXoe—TITOTNMMUOT>N-<XZS|<

PN<X<XS<CHWITIOUTVOZErAa—IOTMMOOT|>
WPN<LS<XSES<CHMWITIOUTVOZEZIrXRe—IOMMOO|W®
OWPN<XXS<CHVWIOUTVOZZEZrXow-—IO@mMmMmMmO|O
UOWPN<S<XSE<CHAHWIDOUVOZEZrXx"oe—IOTM|O
MOUOWP>PN<LX<XS<CAHMWIODOTOZErXow—IOT|M
TMUOUO®BP>PN<LSXS<CAHAHOWITOUTVOZZIrXuoa—IO|m
O TMUOWBIPN<S<XSES<CHAHMWITIOTOZZIrXARaw-—I0
IOTMUOUOWPN<X<XS<CHAHNWITIOTOZZIrXow-—|T
— TOTMUOWBIPN<LX<XS<CHOWITIOTUTVOZ=Zr X ul|—
OQUVUOZEZ2rXoe—IOTNMMUOB>I>N<XXS<CHW®WIW
S<CHVWVIOUTVOZZIrXwe—IEMMUITOT>>N<X|S
XSE<CHWITOUTVOZZIr"Rae—IOTMMUOUOT>N <X
< XE<KCAHVWIOTVOZEZIrXARue—IOTMMOTOT> NI

Firstidentify astarting placeinthe book, say page 147, line 36, at the 25th | etter, and that
isthen our Additive text, which can go onfor aslong asrequired. Oursstartsat 'n' and goes

"... ngof agreat adventurethat wastoresultinmany ..."
Startingwith'n'itisadded, letter by | etter, to the Plain text of the message to makethe Cipher
L et the message be Keep watch to the South and be clever. 1t could bedonelikethis

Addtxt. ngofagreatadventurethatwastor e

PMan KEEPWATCHTOTHESOUTHANDBECLEVER

Cipher  YLTVXHLHINPXDJGIPKMUVEVBDEYKWW
Sending YLTVX HLHIN PXDJG IPKMU VEVBD EYKWW

Of coursetherecipient of the message needsto know wherethe Additive text starts(like
147-36-25 or even 1473625) and that isbest communicated by some other means.

Decipheringisdoneinasimilar way, but thistimethetable needsto be used differently.
Having found the Additive text | etter ontheleft, go a ong that row until the Cipher letter isfound,
and go uptothePlain text |etter. Thisisarunning-key cipher and isvery secure.
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Symbol Ciphers

Cipher messagesare usudly written with lettersand numbers, but apparently meaningless
symbolscan a so be used. Hereissuch amessage

v**8a gvy=Wae Ho #D D  tHe %!
If you havedifficulty inreading that try using thistable.
A=# F=@ K=A P=o U = =
B=3% G=1t L=o Q= V=2
C=4& H=1% M=Q R=4 W = 88
D =% | = 8 N == S=v Y=
E=* J =1 O=W T =4 XIz= 3

Now whilethere might be atimeand placefor such things, itisnot avery handy cipher
systemif it hasto bewritten by hand. First, acopy needsto kept sinceitisscarcely possibleto
memoriseit, and that would be adamning piece of evidenceif caught for spying! Then, it might
get lost or be stolen. And symbols are not easy to draw, so they might be confused. What is
really needed isasymbol cipher that iseasy to memorise, evenif it needsto bewritten down
eachtimeinorder touseit. After al, it can dways be destroyed once the need for it has passed.
For that reason, just such acipher wasinvented many centuriesago. It becameknown as

The Pig Pen Cipher

First of all agridisdrawn and theletters of the a phabet arefilled-in. Some examples of
how it might be done arethese.

ABC DEF | GHI AJS BKT|CLU NIG/ HTC|LUB
JKL|MNO | PQR DMV | ENW| FOX WAV | EFO|RMS
STU|VWXIYZ GPY | HQZI| IR PDQ JKI XYZ

Now two thingsneed to besignalled. Oneiswhich of thenine cellsof thegridisneeded,
and theother is, which of thelettersinthat cell isthe correct oneto take.

Theninedifferent cellscan beindicated by their distinctive shapes. They are
Top three Middle three Bottom three

Theletter to beusedisshown by putting 1, 2 or 3 dotsinthe shape meaning itisthefirst,
second or third letter that ismeant. So, based on theleft hand grid
1= w

el=A =W ked=o [==v
Hereisamessagein Pig Pen cipher which usestheright hand grid

o] [=2] o] Fo= Fo=
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